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Genesis

Feb 2024
4‘

Nov 2024
O

Discussion at UIC
HOFWG on shared
experiences of ETCS
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Feb 2025
@

UIC HOFWG propose a
workshop to consolidate
experiences

Jun 2025
@ >

Invitations issued to
experts with knowledge
of both ETCS & HOF

2-day workshop at UIC
Headquarters in Paris
on 11/12 June
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Workshop objectives

1. To create a community of practice for HOF aspects of design and
Implementation of ETCS

2. To share knowledge and understanding of HOF issues with ETCS
3. To identify common HOF issues with ETCS
4. To share best practices in resolving ETCS HOF issues

5. To identify proposals for improvements to the ETCS specification to be
promoted to ERA



A short note about HOF

Systems focussed

Looks at the interactions between
people (L) and other parts of a socio-
technical system

Design discipline *looks at
supporting human performance firstly
through human centred design
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Hardware

TDMI interaction
tCab retrofits
tSignaller equipment

Environment

Software

tBraking curves

tFault procedures tinteraction with

other cab systems
tintegration in
signal boxes

1Trip procedures
tForms and
documentation

(inc. procedures
and processes)

tCoordination
requirements

Liveware
(people)
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Workshop structure and topics

Participants asked to prepare and bring their identified issues to the
workshop

Brainstorm and prioritisation on five topic areas:
T DMI issues

-]

T Onboard behaviour issues
T Signalling and trackside issues
T Training issues

-]

T Migration issues

Group discussion on the highest priority issues, resulting in 13 documented
Issues
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Some caveats:

t We are not systems engineers!

+ We have incorporated our knowledge of the ETCS specification and
why ETCS has been designed In a certain way, but our focus IS on
the human performance implications of that

t The mitigations we present are suggestions *they may not all be
suitable In practice

Today we will present on 6 topics, and our suggested mitigations

We aim to start a conversation
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French network : ETCS

* Bordeaux
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ETCS text messages:. variability & language Issues

Text messages on
the DMI are
displayed here
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ETCS text messages: variability Issues

STI CCS Appendix E: 97 Unauthorized passing of EOA/LOA
English French
CCS TSI 2023 Unauthorized passing of EOA/LOA Franchissement LOA/EOA non autorisé

TGV SNCF (srs 3.4.0) Unauthorized passing of EOA/LOA ETCS : Franchissement EOA

Z 24500 SNCF (srs 3.4.00 Unauthorized passing of EOA/LOA ETCS : Franchissement EOA

Z 26500 SNCF (srs 3.6.00 Unauthorized passing of EOA/LOA ETCS : Franchissement EOA

Ae 2200 CFL (aistombsi2) EOA or LOA crossed Dépassement EOA ou LOA



https://eur-lex.europa.eu/eli/reg_impl/2023/1695/oj/eng

ETCS text messages:

Example from Ouigo Spain TGVSs .
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variability

ISSUEeS

Alstom ) _

Label ID English Espaiiol French ETCSID
289 Unauthorized passing of EOA / LOA Modo TRIP - EOA o LOArebasado ETCS : Franchissement EOA 151
290 Unauthorized passing of EOA /LOA Modo TRIP - Anterior EOA o LOArebasado ETCS : Franchissement EOA 153
291 Unauthorized passing of EOA/LOA Sobrepasado grupo balizas de sefial en rojo ETCS : Franchissement EOA 155
293 SR distance exceeded Maxima distancia en SR excedida ETCS : Franchissement EOA 159
294 No MAreceived at level transition Entrada en Nivel 1 o 2 sin MA ETCS : Franchissement EOA 161

Example from Ae 2200 CFL :

151 |EOA_LOA_CROSSED

EOA or LOA crossed

Dépassement EQA ou
LOA

Entry in TR mode due to an EOA or a LOA crossed

152 |EOA_LOA_CROSSED TR_ACK

EOA or LOA crossed

Dépassement EDA ou
LOA

Same meaning as the id 151 message, but this
message reguests an acknowledgement. This latter
gives the opportunity to memorise the entry in TR
mode reason.

153 |FORMER_EOA LOA CROSSED Former EOA or LOA  |EOA/LOA précedente Entry in TR mode due to a Former EQOA or LOA
crossed depassee crossed
154 JFORMER_EOA LOA CROSSED TR_ACK Former EOA or LOA  |EOA/LOA précedente
crossed depassee message requests an acknowledgement. This latter
gives the opportunity to memorise the entry in TR
mode reason.
155 |RED SIGMAL BG CROSSED Red signal balise group|Dépassement EOA Entry in TR mode due to a red signal balise crossed
crossed
156 |RED SIGNAL BG CROSSED TR_ACK Red signal balise group| Dépassement EOA Same meaning as the id 155 message. but this

crossed

message requests an acknowledgement. This latter
gives the opportunity to memorise the entry in TR
mode reason.

Same meaning as the id 153 message, but this[
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ETCS text messages variability In written procedures

Extracts from ground failure procedures in ETCS L2 (TGV, high speed lines)

DRIVER OPERATIONAL
DOCUMENT

FICHE 347 B2 Page 1/2 TT57002 V1

¥4 Text variations and their combinations are highlighted in yellow

ANOMALIES pu SYSTEME SOL pe L’ETCS

DRIVER REFERENCE & TRAINING DOCUMENT :

» Appliquer les prescriptions suivantes selon la situation

Certaines anomalies peuvent déclencher un freinage d’urgence avec affichage du
symbole - ou

1- Le conducteur constate 'affichage du message textuel «

A T’arrét le freinage d’urgence est levé et suivant 1’équipement de 'EM : > QU « » OU « —— oSS
i-S ) TV - ; ichage de « Defaut équipement sol» |
- Bi-Standard ERTMS/TVM : » OU « », sans freinage d'urgence S freinage&-,_-u rgé:iié----- Sk
version 7 : —

» Signaler 'anomalie a I'agent-circulation.

2 - Le conducteur constate un freinage d'urgence ( [l ou [K@X])
associé au message textuel « | | » OU «  |associé a <D

un EOA est positionné par le systeme bord au niveau de la téte du train avec
affichage du message :

* « MA raccourcie » lorsque le train est en mode FS ou OS ;

« « Allocation SR raccourcie » lorsque le train est en mode SR.

version 9 : » OU
un EOA est positionné par le systeme bord au niveau de la téte du train avec
affichage du message « M A raccourcie » lorsque le train est en mode FS ou OS ;
en mode SR, le conducteur peut reprendre sa marche.

= (Ces messages peuvent éire accompagneés des messages « Defaut liaison
balise x » ou « Défaut LEU x »

» (Confirmer le freinage
» Verifier I'extinction du symbole Kl a 'arrét
» Remetire 'EM en état de marche

- Bi-Standard ERTMS/KVB et BR407 ETCS :
un EOA est positionné par le systeme bord au niveau de la téte du train en mode
FS ou OS (sans affichage de message) :
en mode SR, le conducteur peut reprendre sa marche.

» Confirmer le freinage.

» Verifier l'effacement du symbole - ou [@]

= Ce freinage d’urgence est irréversible jusqu a l'arrét du train.

— L'arrét se situe dans le domaine ETCS2 [EEER
| .

» Observer I'affichage d’'un EOA a la téte du train
& Constater I'affichage sur Bi-Standard ERTMS/TVM dumessage
« MA raccourcie » ou « Allocation SR raccourcie »
» Aviser I'agent-circulation
& Appliquer la Fiche 1009 B2 (n° 6)
» Se conformer a ses instructions

maintien de 'EOA
situé a la téte du train
(absence de nouvelle
MA)

» Recevoirune lE1 pourfranchirl[EOAsitué
a la téte du train =" (1)
» Appliquer la Fiche 490 B2
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The case of France <> Luxembourg regional traffic

i Luxembourg
Aubange J ’
PéL; ETCS L1 Lux
jed
]
Differdange
ey S Y o ) B Sy - FR/Lux border
Dudélange'
iHlerupt
ETCS L1 FR

Class B system
(KVB)

Thionville

Z 24500 SNCF

Metz
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Signaller / driver communications

FICHE 101 : Freinage d’urgence avec Trip dans le domaine

N

SIGNALLER OPERATIONAL DOCUMENT : . Lo trin circule en ETCS 1 dans e domaine ETCS

* Il a subiun freinage d'urgence et il est en mode TR (Trip) ou PT (Post-Trip)
* AuDMLI, a I'arrét, le conducteur observe le message {« Franchissement EOA », « Défaut informations

balises » ou « Défaut Sol »

Obtenir du conducteur le Km d’arrét du train qui sera a mentionner sur I'lE 2

5.3ignification des messages textuels |

* |dentifier l'itinéraire sur lequel le train s’est arrété et le ou les signaux d’arrét susceptibles d’avoir
provoqué le Trip

» Vérifier dans la Consigne Rose ou en appliquant la consigne S1 B de I'EIC concerné que les conditions
d’établissement situées en aval de la téte de train sont satisfaites

En raison de la diversité du materiel roulant, la liste des messages ci-dessous n’est pas
exhaustive.

Délivrer une IE 2 cochée en case 2.10 et complétée :
*  En case x.41 par les limitations de vitesse inférieures a 30 km/h (qui n"auraient pas préalablement fait
I'objet de la délivrance d’une IN 41 (ordre OCAR))
*  En case x.95 par les instructions complémentaires s'il y a lieu

¢ Dans le domamne ETCS, le train supervisé€ a franchi une EOA.

¢ Enenftrée de domaine ETCS, le train en cours de transition n’a pas recu de MA au
franchissement du PLD. Dans ce cas. le message « Franchissement EOA »

équivaut au message « Pas de MA recue au point de transition ».

* Renseigner I'application SKA et ETCS 1
+  Aviser le centre de supervision au 2™ signalement sur 24h [1]

\_
- « Franchissement EOA » / « Unauthorized passing of EOA » : [ Y




Signaller

FFFFFFFF

[ driver communications

six)
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Text messages variability Issues 2 Mitigations

Preventing variations through standardisation

-

T ldeally, at European network level:
9 ERA ETCS Workgroup : In progress for a future version of CCS TS|

-]

T In the meantime, at Infrastructure Manager level:
9 Designing national rules with all interested parties
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France > Luxembourg transition
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Language switch issues - Mitigations

T Message from a balise (L1) or RBC (L2) to display a language switch
request to the driver
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Release Speed Management

To enable the driver to pull forward to an EoA at a system defined maximum controlled speed

. | .
EEM‘I‘ PIM1 | TSM1 CSM2 ‘F‘IME I TSM2 ' RSM

Indication COverspeed/\Warning

L*

ek i

ﬂ e / = .:I:I::::_ - ;.I-.:-" o

) '@ N — B Indication Overspeed/\Warning
= status status

100

A grey indication and speed presented

Normal
status

Distance

T Risk #1 Sudden emergency brake application used if actual T Risk #2 Conservative driving profile
speed Is above release speed Impact on operational performance
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Release Speed Management

Impact on human and system performance

T Divided attention- py+HDGV 8ST WR PROQLWRU DSSURDFKLQJ VWRSSLQJ SRL
- u+HDGV 'RZQY ZLWKLQ FDE WR PRQLWRU 560 SURPSWYV

T Driver RSM awareness - *HQH §umoffi DXGLEOH DOHUW SURYLGHG ZKHQ HQWH
- No overspeed status info. If RSM exceeded, then straight to EBI
- Confusion with Celling Speed (grey shaded bar on speed hook)

Release Speed Monitoring
(light grey bar)

Ceiling Speed Monitoring
(dark grey bar)
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Release Speed Management

Driver RSM Awareness +ECDP Events

Pre-Indication Monitonng
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Release Speed Management

Proposed Design Mitigations

Support Drivers with RSM information improvements. For instance:

T Visual representation of RSM to provide clear distinction from ceiling speed design
T RSM warning audible alert tones designed to best prepare the driver

Application Engineering Opportunities

T Analysis of the operational needs and constraints in the design to ensure that the release speed
IS set at an appropriate level for Driveability / Usability.

T Test and refine the release speed design before entering operational service, with relevant driver
representatives.
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System diversity and bugs

There can exist multiple ETCS systems
on a train or across a route, depending
on the combination of level, baseline,
and supplier.

f Differences in system behaviour

f E.g. Calculation and display of
braking curves

f E.g. Presentation of alarms and
messages

Some organisations have different
versions installed on the same fleet

f Meaning trains can be driven In
one direction with one system
version, and a different system
version and behaviour for the
opposite direction

FFFFFFFF

Some suppliers have released versions of
(7&6 VRIWZDUH ZLWK NQRZQ pHE

These are planned to be updated and
rectifled during future updates

This means that the behaviour of the
system can also change over time
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Example of change in system behaviour

In Baseline 3.6.0, the transitions between Celling Speed Monitoring (CSM), Target
Speed Monitoring (TSM) and Release Speed Monitoring (RSM) no longer depend
primarily on the distance to a target, but on the speed currently travelled.

SRS 2.3.0d und 3.4.0 SRS 3.6.0

BL3.4.0 — Subset 026-3 BL3.6.0 — Subset 026-3

4 Speed
Pre-indication Supervised

MRSP : Ba.

2 : -~
Start RSM EOA Distance

Baseline 3.4.0 Baseline 3.6.0
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Why does it matter?

System
behaviour

Driver
Behaviour EXxpectation

"

y
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Workarounds




FFFFFFFF

System and human performance implications

more system versions means more
training for drivers on the differences

T The amount of training needed »
between them

7K _H GULYRUTY V DELOL Wﬁa\m\@@choose between mental
confidence to correctly interpret models introduces the potential for

situations and system behaviour drivers to select the incorrect one and
be surprised by the eventual result

choosing the correct mental model may
take longer and slow down responses
to faults

T Timeframes when dealing with
faults

»
»

multiple system versions means more
procedures and variations on
procedures

T Volume and complexity of
documentation
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Suggested mitigations

Human error analysis of proposed changes in system versions

f8QGHUVWDQG KRZ pYLVLEOHY WKH GLITHUHQFH)
f Reduce reliance on mental models by making the system more

transparent
f Understand If the differences are incompatible with previous versions

Clearly show the system version on the DMI home screen at all times

f Reduces memory burden
f Navigating to the system menu IS onerous
f $YRLG PHDQLQJOHVYV upyQDPHVY HJ S$OQOGURLG Fk
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Topic: Signaller and
driver communication

Issue Description:

Differences in the formats, terminology
and symbology between driver and
signaller interfaces can lead to
confusion In communications.

FFFFFFFF

y
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ETCS

O O O O

O O

1HZ YRFDEXODU\ WULS 65 )6
New symbolic (DMI) train driver

'LITHUHQFH LQ 'O,V 'LITHUHQW
Different baselines, different ETCS levels

Old vocabulary remains
Old signalling remains (class B systems)
Difference Iin national instructions forms (countries)

Driver and signaller rely on each other for
iInformation sharing

European Instructions
National Instructions
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Examples Of Safety Events

0 Incorrect localisation train (train driver, control room)

o Train departs without authorization

0 Technical issues that lead to human error

0 Passing on the wrong traction code in safety communication

o Communicating an incorrect signal or stop marker in safety communication

0 Even with the use of the NATO phonetic alphabet, incorrect data entries were made on the forms
o SPAD during a shunting movement due to poor communication with the shunter

0 Applying incorrect national instructions

o Misinterpretation of ETCS Level 1 and Level 2 (signaller)

0 «
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HOF iIn communication

o Cognitive load, stress, and fatigue lead to errors in passing safety information.

o Poor information exchange can lead to a lack of situational awareness, which is crucial for decision-making
during operations,

0 Human errors, such as misinterpreting messages or forgetting protocols, pose a significant safety risk.

o The social relationships

o Complex (communication) technology can be confusing or work inefficiently, especially in stressful
situations.

o Cultural and language differences lead to misunderstandings in communication.

0] K«
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HOF iIn communication

Organisational Influences
o Culture, lack of training, and complex instructions increase the risk of communication problems.

o0 In the working environment, working instructions and rules come from several sources, this means
prioritizing these potentially contradictory instructions.

Technical and System Factors

0 Paper-based processes and lack of feedback mechanisms create additional safety risks.
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Signaller and driver communication

Human Performance Implications

For effective communication between the driver and signaller there Is a need for a shared
mental model

A SHARED MENTAL MODEL

Train Driver Signaler

Tasks & Roles
Procedures & Expectations
Situational Awareness
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Signaller and driver communication

Possible mitigations

Specification update : List of signaller information needs for HMIs providing a basis for IMs
to specify what should be shown and how.

training human

visual and expectations in
errors (language,

procedures,...)

auditory support| | disruptions
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Definitions

Fault
1 ZOOW

-A broken part or weakness in a machine or system.

Management
men rGs PT1QW

-The activity of controlling something, or of using or dealing with
something In a way that Is effective.

https://dictionary.cambridge.org
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European Train Control System

a Driver Machine Interface (DMI) %
a European Vital Computer (EVC) @

e Data and Voice Radios

° Judicial Recording Unit (JRU)

0 Odometry System

e Emergency Brake Interface

e Balise

@ Radio Block Centre (RBC)

@ Signalling Control System
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European Train Control System

a Driver Machine Interface (DMI)

‘ European Vital Computer (EVC)

e Data and Voice Radios

° Judicial Recording Unit (JRU)

0 Odometry System

‘ Emergency Brake Interface

‘ Balise

Q Radio Block Centre (RBC)

@ Signalling Control System
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ETCS Fault Management Control Structure

-Communication -Communication

-Reporting : : -Reporting
Driver Signaller
Detect > Understand > Decide > Respond Detect > Understand > Decide > Respond
- I - - i I -
Power | Detgct Fault | _Make and Receive Calls- : Movement Au.thorlty | Detgct Fault
-Brake -Monitor : : -Recovery Actions -Monitor
_ I | -Develop Understanding- | I
-Recovery Actions I I
Humans ! !
- | |
Machines o - GSM-R :
| “oystem State Voice and Data ! |
1 -Timely Data 1 -Alarm History
I -Sufficient Detail I -Failure Mode

Driver Machine Interface Signalling Control System

-Sensor Data
-Data Links
-Software Errors

-Action History

European Vital Computer Radio Block Centre




A Maintainer Out of the Loop
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ETCS Fault Management Control Structure

Humans

Machines

Driver

A Increased Workload

Detect > Understand > Decide > Respond

Driver Machine Interface

A

Delayed Response

A: Missed Alerts
A Service Delays

European Vital Computer

Coordination Costs

GSM-R

Voice and Data

I
A Communication Errors

Communication Burden

A Divided Attention

Signaller

Detect > Understand > Decide > Respond

Radio Block Centre

Knock-On Risks

A Manual Interventions

Latency

Signalling Control System

A Incomplete Information
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Suggestions for Improved Fault Management

Update standardised ETCS message protocol specifications to:

T Provide rich real-time diagnostic data and trend analysis for maintainers.
f Bypass the need to access multiple systems and proprietary data.

T Enable fault detection and diagnosis to be semi-automated, thereby reducing
relilance on driver, signaller and maintainer communications.

I Allow European Instruction forms to be partially auto-populated.

oooooooooooooo -
-Reportin . . -Reporting
—22 Driver Signaller N
Detect > Understand > Decide > Respond Detect > Understand > Decide > Respond
ake and Receive Calls- ~Movement Authority
-De Understanding- -Recovery Actions
Humans
Machines GSM-R
Voice and Data
Driver Machine Interface Signalling Control System

-Action History -Sensor Data
-Data Links
-Software Errors
A 4 A 4 A 4 A 4

European Vital Computer Radio Block Centre
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Suggestions for Improved Fault Management

Develop a system-wide alarm management strategy to:

F Describe system information and end-to-end data flows.

-

T Detall actions and decisions for operational and maintenance staff.

-

T Drive contractual requirements between RUs and IMs to share information for fault
detection and diagnosis.

Se
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Training Is a pillar of good safety management

ERA proposes the ETCS Driver's handbook

A training course consists of : | -y

' |
i
+ content, SRR T
- LR !
t a pedagogical method, it .
f Assessments, oo AT
T competency reviews and update. 3§ IR .

The how Is already proposed with precious and essential e e

iInformation, the why can be improved.

The advantage of giving the reason
T Boosts motivation
T Enhances retention
T Supports autonomy
T Improves application
T Encourages prioritisation
T Connects to experience

ETCS DRIVER'S :
HANDBOOK :

______________________________________

________________________________________

____________________________________

https://www.era.europa.eu/domains/european-rail-traffic-management-system-ertms/generic-etcs-drivers-handbook



https://www.era.europa.eu/domains/european-rail-traffic-management-system-ertms/generic-etcs-drivers-handbook#oe-content-paragraph-4957
https://www.era.europa.eu/domains/european-rail-traffic-management-system-ertms/generic-etcs-drivers-handbook#oe-content-paragraph-4957
https://www.era.europa.eu/domains/european-rail-traffic-management-system-ertms/generic-etcs-drivers-handbook#oe-content-paragraph-4957
https://www.era.europa.eu/domains/european-rail-traffic-management-system-ertms/generic-etcs-drivers-handbook#oe-content-paragraph-4957
https://www.era.europa.eu/domains/european-rail-traffic-management-system-ertms/generic-etcs-drivers-handbook#oe-content-paragraph-4957
https://www.era.europa.eu/domains/european-rail-traffic-management-system-ertms/generic-etcs-drivers-handbook#oe-content-paragraph-4957
https://www.era.europa.eu/domains/european-rail-traffic-management-system-ertms/generic-etcs-drivers-handbook#oe-content-paragraph-4957
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The reality of training ETCS on the field

T WV GLIILFXOW WR NQRZ ZKR VKR
ETCS and to what level.

T There Is variation across Europe on the duration
and content of training.

T Variability in the training may come from the
LGHOQWLILFDWLRQ RI WKH QHHGV
DYDLODELOLWLHYV «

ks s e 50 | \ T ETCS project implementation teams may focus on
e T the technical aspects and leave training to existing
operational departments who may not have an in-
depth understanding of the system.

P - i S s - - - /a-_,‘ - —-
Photo: Infrabel T The time between learning and using skills can be

long. Skills may decline.
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Consequ ences on huma n perf or manc e

ETCS is a complex system with multiple affected end user

groups.

Different risks are identified:
T Frustration, mistrust in the ETCS system.

T Alack of understanding can affect the efficiency of the

Implementation.

Skills are acquired through practice and repetition. If they do

not have the opportunity, drivers may find it more difficult to

acquire and practise the skills needed to use ETCS.


https://dnd-wiki.org/wiki/Black_Box_(3.5e_Equipment)
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
https://creativecommons.org/licenses/by-sa/3.0/
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Possible mitiga tion meas ures

// ~ )
Documentation implementation:
Supplement generic materials with information about the implementation of
: ) generic materials In the sector.
N J
% | Training specification update :
IMinimum training times, maximum times between training and application
ICriteria for a continuous training programme
J
)
Content specifications update:
Add information explaining the concepts and operation of ETCS to the existing
material
J
)

Training tools:
-RE VKDGRZLQJ RU 3/LYH P\ OLIH
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Possible mitiga tion meas ures

-

a

Who is this training for?

Drivers, signalers, trackside maintainers, rolling stock maintainers, project
teams, operational management

.

~

Who delivers the training?
Minimum trainer competency requirements

J

Simulation-based learning
Use to develop practical skills for managing degraded operations and
unexpected scenarios

60




FFFFFFFF

Q&A SESSION
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NEXT STEPS
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Objectives for the workshop

1.

To create a community of practice for HOF aspects of design and
Implementation of ETCS

To share knowledge and understanding of HOF issues with ETCS
To identify common HOF issues with ETCS
To share best practices in resolving ETCS HOF Issues

To identify proposals for improvements to the ETCS specification to be
promoted to ERA
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Next steps

Workshop report will be published

 Email Virginie Papillault (papillault@uic.org) for a copy
+ WIll soon be able to download from www.railhof.org

Progress change requests via ERA

Enlarging our network

+ Members should have a working knowledge of both HOF and ETCS
+ Email Virginie Papillault (papillault@uic.org) to request to join

Another workshop iIs planned in 2026, and outputs will again be circulated

t Topics may Include: ETCS migration, number and presentation of text
messages, ETCS tones, use of simulation in design and evaluation
t+ New topics are welcomel!
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CONTACT

Name Surname

Title

Tel +33 (0)1 44 49 00 00
mail@uic.org
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Stay in touch with UIC: #UICralil shop .uic.or g k=i uic.or g
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